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DETAILED ACTION 

> 

1. Claims 1-48 have been examined. 

2. Claims 1-48 have been rejected. 

Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for. patent, published under 
section 122(b), by another filed in the United States before the invention by the 
applicant for patent or. (2) a patent granted on an application for patent by another 
filed in the United States before the invention by the applicant for patent, except that 
an international application filed under the treaty defined in section 351(a) shall have 
the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published 
under Article 21(2) of such treaty in the English language. 

■ 

4. Claims 1-4, 18, 20, 26-29, and 43 rejected under 35 U.S.C. 102(e) as being fully 
anticipated by Geist et al. (US Pub No. : 2005/002 1 474). 

As per claim 1: 

Geist et al. fully disclose a computer implemented method, comprising: 

9 

t 

accessing an electronic document using a user application, the electronic 
document including a digital signature module (Page 10: 0140-0142); and 
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using the digital signature module to perform one or more digital 
signature operations on the electronic document in the user application (Page 8: 
0119-0121). 



As per claim 2: 



Geist et al. fully disclose a method, wherein using the digital signature module 



includes: 



validating the digital signature module (Page 12: 0175); and 
using the digital signature module to perform digital signature operations 
only if the digital signature module is validated ( Figure 1 1: 406) . 



As per claim 3: 



Geist et al. fully disclose a method, wherein: 

using the digital signature module includes signing the electronic 
document (Page 4: 0045, 0058; Page 9:0134). 



As per claim 4: 



Geist et al. fully disclose a method, wherein: 

using the digital signature, module includes authenticating a digital 
signature in the electronic document (Figure 9: 208, 216, 218, 209, 219). 



As per claim 18: 



Geist et al. fully disclose a electronic document, comprising: 
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electronic content (Page 6: 0082); and 

a digital signature module, the digital signature module being operable 
upon loading to perform digital signature operations on the electronic content 
(Page 8: 0119-0121). 



As per claim 20: 

Geist et al. fully disclose a computer implemented method, comprising: 

■ 

receiving a signed electronic document, the electronic document including a 

» 

digital signature module and a digital signature generated by the digital signature module 
(Figure 8; Column 3:0045; Page 0136; Figure 9); 

accessing the electronic document in a user application (Figure 8; Column 
3:0045; Page 0136; Figure 9); and 

validating the digital signature using the digital signature module in the user 
application (Figure 8; Column 3:0045; Page 0136; Figure 9). 



As per claims 26-29, and 43: 

Claims 26-29 and 43 are a computer program product that corresponds to their 
method claims 1-4 and 20 respectively. Therefore, claims 26-29 and 43 are rejected with 
the same rationale given to reject their corresponding method claims 1-4 and 20 
respectively. 
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Claim Rejections - 35 (JSC §103 

4 * 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability 
shall not be negatived by the manner in which the invention was made. 

6. Claims 5-14, 23-25, 30-39, and 46-48 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Geist et al. (US Pub No.: 2005/0021474) in view of Padhye et al. (US Pub. 
No.: 2003/0023564). 

m 

As per claim 5: } 

■\ 

Geist et al. do not explicitly disclose using the digital signature module includes 
using the digital signature module running on a server. Padhye et al. in analogous art, 
however, disclose using the digital signature module includes using the digital signature 
module running on a server (Page3: 52C; Figure 10: 740; Column 3: 0037). Therefore, it 
would have been obvious to a person having ordinary skill in the art at the time the invention 

w 

was made to modify the system disclosed by Geist et al. to include using the digital 
signature module includes using the digital signature module running on a server. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so to provide a point of capture system adapted to generate 
content, the right information having secure mechanism that secures when the content when 
the content is generated as suggested by Padhye et al. (Page 2: 0013). 
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As per claim 6: 

Geist et al. discloses a method, wherein: 

* 

including the digital signature module includes including a reference to 
the digital signature module (Page 8: 0124). 

As per claim 7: 

Geist et al. discloses a method, wherein using the digital signature module to 
perform a digital signature operation includes: 

receiving a request to perform a digital signature operation (Page 5: 

0067); 

determining whether the requested digital signature operation is 
authorized (Page 5: 0067); and 

if the digital signature operation is authorized, using the digital signature 
module to perform the requested digital signature operation (Page 7: 0098). 

As per claim 8: 

Padhye et al. discloses a method, wherein: 

determining whether the requested digital signature operation .is 
authorized includes determining whether the requested digital signature operation is 
authorized based on rights information associated with the digital signature module, 

i 

the user application, or the electronic document (Page3: 52A-52C; Figure 10: 740; 
Column 3: 0037). 
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As per claim 9: 

Padhye et al. discloses a method, wherein: 

the rights information is operable to specify the digital signature 
operations that can be performed on the electronic document (Page3: 52A-52C; 
Figure 10: 740; Column 3: 0037). 

As per claim 10: 

» 

Padhye et al. discloses a method, wherein: 

the rights information is operable to specify constraints on the digital 
signature operations that can be performed on the electronic document (Page3: 
52A-52C; Figure 10: 740; Column 3: 0037). 

As per claim 1 1: 

Geist et al. discloses a method, wherein: 

using the digital signature module includes performing a digital signature 
operation on a portion of the electronic document or on a user added content portion of 
the electronic document (Page 5: 0079). 

As per claim 12: 

Padhye et al. discloses a method, comprising: 
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receiving input adding content to the electronic document in the user 
application, wherein using the digital signature module includes performing a digital 
signature operation on the added content (Figure 1 : 72; Page 3: 0037; Figure 2: 44C). . 



As per claim 13: 

Padhye et al. discloses a method, comprising: 

receiving input modifying content of the electronic document in the user 
application, wherein using the digital signature module includes performing the digital 
signature operations on the modified content (Figure 1: 72; Page 3: 0037; Figure 2: 44C; 

* 

Figure 3: 52C). 



As per claim 14: 



Geist et al. discloses a method, wherein: 

the electronic document is a PDF document (Page 10: 0140-0142). 



As per claim 23: 

Geist et al. discloses a method, wherein: 

performing the digital signature operation includes performing the digital 
signature operation on a portion of the electronic document (Page 5: 0079); and 

transmitting the electronic document includes transmitting only the portion of 
the electronic document on which the digital signature operation is performed (Page 3: 

» 

0045) 



17 
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As per claim 24: 

Padhye et al. discloses a method a method, further comprising: 

receiving input adding content to the electronic document in the user 
application, wherein using the digital signature module includes performing a digital 
signature operation on the added content (Figure 1: 72; Page 3: 0037; Figure 2: 44c). 

As per claim 25: 

Padhye et al. discloses a method comprising: 

« 

receiving input modifying content of the electronic document in the user 
application wherein using the digital signature module includes performing a digital 
operation on the modified content (Figure 1: 72; Page 3: 0037; Figure 2: 44C; Figure 3: 

» 

52C). 

\ 

As per claims 30-39 and 46-48: 

Claims 30-39 and 46-48 are a computer program product that corresponds to 
their method claims 5-14 and 23-25 respectively. Therefore, claims 30-39 and 46-48 are 
rejected with the same rationale given to reject their corresponding method claims 5-14 
and 23-25 respectively. 

« 

7. Claims 15, 16, 21, 40, 41 and 44 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Geist et al. (US Pub No.: 2005/0021474) in view of Slater et al. (US Pat. 

« 

No.: 6,796,489). 
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As per claim 15: 

Geist et al. discloses a computer implemented method, comprising: 

embedding a digital signature module in an electronic document, the digital 

signature module being operable to perform one or more digital signature operations on 

the electronic document (Figure 8; Figure 9) 

providing a first version of the electronic document to a recipient, the first 

version including the embedded digital signature module ((Page 10: 0140-0142); and 

receiving a second version of the electronic document, the second version 

including digital signature information indicating that a digital signature operation has 

been performed on the electronic document using the embedded digital signature module 

(Page 3: 0045). 

* 

Geist et al. do not explicitly disclose embedding a digital signature module in an 
electronic document. Slater et al., in analogous art, however, disclose embedding a digital 
signature module in an electronic document (Figure 3A-3E: Page 10: lines 1-41). Therefore, 
it would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to modify the system disclosed by Geist et al. to include embedding a 
digital signature module in an electronic document. This modification would have , been 
obvious because a person having ordinary skill in the art would have been motivated to do so 
to allow an electronic documents that are digitally signed to be validated, processed and 
recorded at a point of capture system adapted to generate content, the right information 
having secure mechanism that secures the content when the content is generated as suggested 
by Slater et al. (Page 1 : lines 9-21). 
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As per claim 16: • 
Geist et al. disclose a method, wherein: 

the digital signature module is signed using a digital signature (Figure 8: 130). 

i 

As per claim 21 : 

Geist et al. disclose a method comprising: - 

performing a digital signature operation embedding digital signature 
information in the electronic document, the digital signature operation being performed 
using the digital signature module after optionally modifying the electronic document 
Page 3: 0045; Figure 7a; Figure 8); and 

transmitting the electronic document, including the embedded digital signature 
module and the digital signature information (Page 3: 0045). 

Geist et al. do not explicitly disclose embedding a digital signature module in an 
electronic document. Slater et "al., in analogous art, however, disclose embedding a digital 
signature module in an electronic document (Figure 3A-3E: Page 10: lines 1-41). Therefore, 

m 

if would have been obvious to a person having ordinary skill in the art at the time the 

« 

invention was made to modify the system disclosed by Geist et al. to include embedding a 
digital signature module in an electronic document. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to do so 
to allow an electronic documents that are digitally signed to be validated, processed and 
recorded at a point of capture system adapted to generate content, the right information 
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* 

having secure mechanism that secures the content when the content is generated as suggested 
by Slater et al. (Page 1 : lines 9-21). 

As per claims 40, 41 and 44: 

Claims 40, 41 and 44 are a computer program product that corresponds to their 
method claims 15, 16 and 21 respectively. Therefore, claims 40, 41 and 44 are rejected 
with the same rationale given to reject their corresponding method claims 15, 16 and 21 
respectively. 

8. Claims 17, 19 and 42 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Geist et al. (US Pub No.:- 2005/0021474) in view of Slater et al. (US Pat. No.: 6,796,489) in 
further view of Padhye et al. (US Pub. No.: 2003/0023564). 

As per claim 17: 

Geist et al. do not explicitly disclose embedding rights information in the 
electronic document, the rights information being operable to enable a set of rights 
required to perform the digital signature operations. Padhye et al. in analogous art, 
however, disclose rights information in the electronic document, the rights information 
being operable to enable a set of rights required to perform the digital signature 
operations (Figure 3A-3E: Page 10: lines 1-41). Therefore, it would have been obvious to 
a person having ordinary skill in the art at the time the invention was made to modify the 
system disclosed by Geist et al. to include embedding a digital signature module in an 
electronic document. This modification would have been obvious because a person 
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having ordinary skill in the art would have been motivated to do so to allow an electronic 
documents that are digitally signed to be- validated, processed and recorded at a point of 
capture system adapted to generate content, the right information having secure 
mechanism that secures the content whep the content is generated as suggested by Slater 
et al. (Page 1: lines 9-21). 

As per claim 19: 

Geist et al. do not explicitly disclose rights information, the rights information 
being operable to enable one or more operations on the electronic document, the one or 
more operations including using the digital signature module to sign the electronic 

■ 

document Padhye et al. in analogous art, however, disclose rights information (Figure 
3A-3E: Page 10: lines 1-41). Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention was made to modify the system 
disclosed by Geist et al. to include rights information. This modification would have 
been obvious because a person having ordinary skill in the ait would have been 
motivated to do so to allow an electronic documents that are digitally signed to be 
validated, processed and recorded at a point of capture system adapted to generate 

* 

content, the right information having secure mechanism that secures the content when 
the content is generated as suggested by Slater et al. (Page 1 : lines 9-21). 

As per claim 42: 



* 
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Claim 42 is a computer program product that corresponds to its method claim 

17. Therefore, claim 42 is rejected with the same rationale given to reject its 
corresponding method claim 17. 

r 

9. Claims 22 and 45 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Geist et al. (US Pub No.: 2005/0021474) in view of Hughes (US Pub. No.: 2002/0184504). 

As per claim 22: 

* 

Geist et al do not explicitly disclose receiving a signed electronic document 
includes receiving the signed electronic document as a user in a multi-user sequence 
defined by a workflow; and- transmitting the electronic document includes transmitting 
the electronic document to another user in the workflow. Hughes, in analogous art, 
however, discloses a system of combining digital signature, extracting individual 
signature and verifying individual combined signatures (Page 3: 0029-0033; Figure 17, 

1 8, 24). Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Geist et al. to 
include receiving a signed electronic document includes receiving the signed electronic 
document as a user in a multi-user sequence defined by a workflow; and transmitting the 
electronic document includes transmitting the electronic document to another user in the 
workflow. This modification would have been obvious because a person having ordinary 
skill in the art would have been motivated to do so to guard against tree extension attack 

■ 

as suggested by Hughes (Page 1: lines 9-21). 
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As per claim 45: 

Claim 45 is a computer program product that corresponds to its method claim 

ft 

22. Therefore, claim 45 is rejected with the same rationale given to reject its 
corresponding method claim 22. 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

See the notice of reference cited in form PTO-892 for additional prior art 
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